HNudopmanuoHHas naMATKA 11 HECOBEPLIICHHOJIETHUX 110 BOIPOCaM

kubepoe3onacHocT B cetu «HTEepHED)

KoMmnbloTepHble BUPYCHI

KoMmbroTepHblid BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpamM,
OTJIMYUTEIBHON OCOOEHHOCTBIO KOTOPOM SBJSIETCSI CIIOCOOHOCTh K Pa3MHOXKEHHUIO
(xomupoBaHMI0). B fnonosnHeHne K 3ToMy, BUPYChl MOTYT OBPEIUTH WIIN MOJTHOCTBIO
YHUYTOXUTh BCE (ailibl M JaHHBIE, MOJKOHTPOJBHBIE IOJB30BATEN0, OT MMEHU
KOTOpPOro Oblja 3amyllieHa 3apaXE€HHas NporpaMma, a TAKKE MOBPEAUTh WA JaXKe
YHUUTOXUTH OMEPALMOHHYIO CUCTEMY CO BceMH (ailnamu B 11iesioM. B OonblinHCTBE

CIIy4acB pacCIpoCTpPpaHAIOTCA BUPYChI UCPC3 HHTCPHCT.

MeTO)IbI 3alIMThI OT BPEAOHOCHBIX MPOrpamMm:

1. HNcnonb3yld  COBpPEMEHHBIE  OINEPALMOHHBIE  CHUCTEMBI, HMMEIOIIUE
CEpPbE3HBIA YPOBEHB 3AIUTHI OT BPEIOHOCHBIX IIPOIPaMM;

2. VYcranaBnuBaii maTtyu-oOHOBJICHUS (LM(PPOBBIE 3aIlIaTKHA, KOTOPHIE
aBTOMATUYECKHM YCTAHABJIMBAIOTCS C II€JbI0 JIOPAOOTKHM MPOTPaMMbl) CBOEH
oneparMoHHON cucteMbl. CkaunBai UX TOJBKO ¢ O(DUIIMATBLHOTO caiiTa pa3paboTurKa
OC. Ecnu cyniecTByeT peKuM aBTOMaTUYECKOTO OOHOBJIEHUSI, BKIIFOUH €T0;

3. PaboTtaii Ha cBOoeM KOMMbBIOTEpPE TOJI TMpaBaMU IMOJIH30BATENsI, a HE
aMUHUCTpAaTOpa. ITO HE TO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPaMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4, HNcnonb3yld aHTUBHPYCHBIE MPOTPAMMHBIE NPOAYKTHI HM3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHUEM 0as3;

S. Orpannub HU3NIECKUN JOCTYI K KOMITBIOTEPY JJIS TOCTOPOHHUX JIUIL;

6. Hcnonb3yd ¥ MNOAKIOYAN K KOMIIBIOTEPY BHEIIHUE HOCUTEIN
WH(pOpMAIHU TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkppiBail mogo3puTeabHble KOMITBIOTEPHbIE (DANITBI, TOTYyYEHHBIE U3
HEHAJEXKHBIX HCTOYHHUKOB. MHOTrAa naxke Te, KOTOpPBIE IPUCIAT TBOM 3HAKOMBIN.

Jlydiie yTOUHM y HETO, OTIIPABJISUL JIU OH Te0e UX.



Ceru WI-FI

C mnomompo WI-Fi MOXHO mOIydnuTh OCCIUIATHBIM HMHTEPHET-IOCTYI B
OOIIECTBEHHBIX MecTax: Kade, OTENISIX, TOPrOBBIX IIEHTPAX MU a’dporopTax. Tak ke
ABJISICTCS OTIMYHOW BO3MOXHOCTBIO BbIxona B MHrepHer. Ho mHOrme skcneprtsl

CUHMTAIOT, yTO o0menocTynmabie WiF1 ceTu He SIBIISIOTCS O€3011aCHBIMH.

CogeThbl 110 0€30I1aCHOCTH PA0OTHI B 001IeI0CTYNHBIX ceTsix Wi-fi

1. He mepenasaii cBoto nuHy0 HHGOPMAIHIO Yyepe3 olIeaocTynHsie Wi-
Fi cern. PaboTast B HUX, *KeJaTeIbHO HE BBOAMTH MAPOJIH JOCTYIIA, JIOTHHbBI M KaKue-
TO HOMEpA;

2. Hcnonb3yit 1 0OHOBIISIH aHTUBUPYCHBIE MPOTPaMMBI U OpaHaMaysp. Tem
CaMbIM ThI 00€30TacHIllb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTRO;

3. [Ipu ucnonszoBanuu Wi-F1 oTtkmoun QyHkuuioo «OOmMil 10CTyn K
daiimam u nupuHTepam». JlaHHas GyHKIMS 3aKphiTa 1O YMOJYaHUIO, OJHAKO
HEKOTOPBIE [10JIb30BATEIN aKTUBUPYIOT €€ /17151 y100CTBa UCIOIb30BaHUs B paboTe Win
yuaeobe;

4, He wucnons3yit nyOnuunsiidi WI-FI ang nmepenaun JIMYHBIX JAHHBIX,
HaIpuMep, sl BBIXOAa B COLUATIbHBIE CETH WM B 3JIEKTPOHHYIO MOYTY;

5. Hcnonb3yii Toabko 3amuineHHoe coequaenue yepe3 HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B mo6misHOM Tenedone otkaoun ¢GyHknuoo «lloakmoueHne k Wi-Fi
aBTOMaTtndeckm». He nomyckail aBTOMaTH4eCKOTO MOAKIIOUECHHS YCTPOKCTBA K CETAM

Wi-Fi 0e3 TBoero cornacus.

ConmnajibHbIE CeTH

CommanbHasi CETh - 3TO CaWT, KOTOPBIM MPEIOCTABIAET BO3MOKHOCTh JIFOASIM
OCYIICCTBIIATH 00IIEHNEe MEXKIy co00i B MHTEpHETe. Yale Bcero B HUX JJIs KaKI0TO
YEJIOBEKAa BBIICISCTCA CBOS JIMYHAS CTPAHWYKA, HA KOTOPOW OH yKa3bIBaeT O cede
pasnuyHyl0 MHGOPMAINIO, HAYMHAS OT UMEHH, (aMUJIUU U 3aKaHYMBas JTUYHBIMU
dbororpadpusmu. MHOrMe TMOJIB30BATEIM HE IMOHUMAIOT, 4YTO HHGOpPMAIIUS,
pa3MeIIeHHass UMHU B COIIMAIBHBIX CETSAX, MOXKET OBITh HaliJIeHa W MCIIOJb30BaHa KeM

YIrogHo, B TOM 4HCJIC HE 00s3aTeIbHO ¢ OJIaruMu HaMCpPCHUAMMU.



OCHOBHBIE COBETHI 0 0€30MACHOCTH B COMUAJIBbHBIX CeTAX:

1. OrpaHuyb CIUCOK Apy3€ei. Y TeOs B APY3bsIX HE JOJIKHO OBITh CITy4alHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amumiail cBOIO 4YacTHYIO *u3Hb. He ykaspiBail mapoinu, TenedoHBI,
azpeca, 1aTy TBOETO POXKJICHUS U IPYTYIO JIMYHYIO HH(OpMALNIO. 3II0yMBIIIJIEHHUKN
MOTYT UCIOJIB30BaTh Jaxe NH(OPMALIMIO O TOM, KaK Thl U TBOU POAUTEIH IIJIAHUPYETE
IIPOBECTU KAHUKYJIbI;

3. 3amMinai CBOK pEmyTalMIo - JEpKU €€ B YUCTOTE W 3aaaBail cebe
BOMPOC: XOTea ObI Thl, YTOOBI APYrHe MOJIH30BATENIN BHUJEIH, YTO Thl 3arpyKaciib?
[Tonymail, mpexxe 4eM 4To-To OMmMyOJIMKOBATh, HAIIKCATh U 3arpy3UTh;

4. Ecnu Thl TOBOpHUIIB C JTIOABMH, KOTOPBIX HE 3HAEIIb, HE HCIIOJIb3YH CBOE
peaslbHOE UMS M APYTyH JMYHYIO HUHQOpPMAIUMHU: UMS, MECTO JKUTEIbCTBA, MECTO
y4eObl U poUee;

S. N30eraii paszmerienus ¢otorpaduii B UnTepHeTe, rae Thl H300pa)keH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEIEIUTH TBOE MECTOIIOJIOKECHHUE;

6. [Tpu peructpauuu B COLMANBHOM CETH HEOOXOJUMO HCIOJIb30BaTh
CJIO’KHBIE MTApOJIU, COCTOSIIIME U3 OYKB U LU U C KOJIMYECTBOM 3HAKOB HE MEHEE §;

1. Jns  coumanbHOM CE€TH, TMOYTHI MU JPYTUX CaWTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble Mapoiyid. Torga eciu TeOs B3IOMAIOT, TO 3JI0YMBINUICHHUKU

MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DJICKTPOHHbIE TeHLIH

DJIEKTPOHHBIC JIEHBI'M — ATO OYCHb YJOOHBIM CHOCOO IUIaTEeXKe, OHAKO
CYIIIECTBYIOT MOIIICHHUKU, KOTOPHIE XOTAT MOJIYYUTh 3TU JEHBIH.

DONEeKTPOHHBIC IEHBIU TOSBIINCH COBCEM HEJABHO M MMEHHO HM3-3a ATOTO BO
MHOTHX TOCYAapCTBax J0 CUX TOP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccum e oHM (QYHKITMOHHPYIOT M O HUX YK€ IMPOIUCAHO B 3aKOHE, TC UX
pa3nensoT Ha HECKOJIBKO BUIOB - aHOHMMHBIC U HE aHOHUMHBIE. Pa3HuIa B TOM, 9TO
AHOHMMHBIE - OTO TE€, B KOTOPBIX pa3peniaeTcss MPOBOAWTH Omepanuu 0e3
UJCHTU(UKAIINY TIOJIb30BATENsI, @ B HE aHOHUMHBIX HACHTH(PUKAIINKA TIOJIH30BaTEIIS

SBJISIETCS 003aTEIBHOM.



Taxxe crnemyer pas3nuyarh OJJIEKTPOHHBbIE (UaTHbIE JAEHBIU  (pPaBHbI
rOCyJAapCTBEHHBIM BaJllOTaM) W DJIGKTPOHHBIE HepUaTHbIE JCHBIM (HE pPAaBHBI

roCyapCTBEHHBIM BAJIIOTaM).

OcHoBHBIE COBETBI 110 0€30NACHOM padoTe ¢ IJTeKTPOHHBIMU ICHbI AMU:

1. [IpuBsku K cuery MOOWUIBHBIN TenedoH. DTO caMblil yAOOHBIN U
OBICTPBIN CcITOCOO BOCCTAHOBUTH JOCTYI K cueTy. [IpuBsizaHHbIN Tene@oH MOMOXKET,
ecnu 3a0yAenib CBOW IUTATEXKHBINA TApOJih WU 3aienlh Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonb3yil onHopa3oBble mnapoiu. Ilociie mepexona Ha YCHIEHHYIO
aBTOpU3allMI0 TeOe yke He OyIeT yrpokaTh OINACHOCTh KpakM WM IepexBara
IJIATEXKHOTO MAPOJIS;

3. Boi6epu crnoxubiii maposib. [IpecTtynHukam Oyzner He MpoOCTO yrajaath
CJIOXHBIN maposib. HagexHplie maponu — 3T0 napoiu, KOTOpPbIE COAEpkKaT HE MeHee 8
3HAKOB M BKJIIOYAIOT B c€0s CTPOYHBIE U MPOMHUCHBIE OYKBBI, IIUPPHI U HECKOJIBKO
CUMBOJIOB, TaKH€ KaK 3HaK JloJuiapa, yHTa, BOCKJIMIATEIbHBIN 3HaK U T.1. Hanmpumep,
StRONg!;;

4, He BBOJIM CBOM JTMYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSIEIb.

DJICKTPOHHAS MOUYTA

DJIEKTPOHHAsS MOYTa — ATO TEXHOJOTHS W MPEAOCTABIIEMbIEC €10 YCIYTHd MO
MEePEeChbUIKEe W TOJIYYEHUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPHIC PACIPENENIIOTCS B
KOMIBIOTEpHOU ceTU. OOBIYHO JIEKTPOHHBIN MOUTOBBIN SITUK BBITJISIUT CICTYIOIIAM
oOpa3oM: UM MOJb30BATEAA(@UMS_JOMeHa. Takke KpoMe TMepeaadyd TPOCTOro

TEKCTa, UMEETCSI BO3MOKHOCTD TIepeiaBaTh (haiibl.

OcHOBHBIE COBETHI M0 0€30MaCHON padoTe € JJIEKTPOHHOM MOYTOM:

1. Hano BwIOpaTh mpaBuiIbHBIA MOYTOBBIA cepBuc. B HHTepHeTe ecTh
OTPOMHBIN BBIOOpP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4lle JAOBEPATH TEM,
KOTI'0 3HACIIb U KTO MEPBBINA B PEUTUHTE;

2. He yka3biBaii B IMuHOI nouTe JuuHyto nHpopmaiuio. Hanpumep, sydiie

BBIOpATh «MY3bIKaJIbHBIN _(hanat@» uimum «pok2013» BmecTo «Ttemal3»;



3. Hcrnonb3yil IBYX3TalmHYH aBTOPHU3aLUI0. JTO KOrAa IMOMHMO HapoJjs
HY’KHO BBOJUTH KOJ, IPUChUIaeMbIl 110 SMS;

4. Bribepu cnokHbIil napoib. sl Kakaoro MmouTtoBOro SAIUKa JOJKEH
OBITH CBOM HAJECKHBIN, YCTOMYMBBIN K B3JIOMY I1apOJIb;

S. Ecam ectb BO3MOXKHOCTH HAamMCaThb CaMOMY CBOM JIMYHBIM BOIIPOC,
UCITIOJIB3YH 3Ty BO3MOXKHOCTB;

6. Hcrnonb3yli HECKOJBKO IOYTOBBIX SAIIMKOB. l[lepBbpI 111 YacTHOM
NIEPENUCKHU C apecaTaMi, KOTOPBIM ThI TOBEPSIELIb. DTO MIEKTPOHHBIN aIpec HE HAJ0
UCIIOJIb30BaTh NPU PETUCTPALIMU Ha (OpyMax U caiTax;

7. He oTkpsiBail (aiimpl U Ipyrue BIOKEHHUS B MHCbMax JaXe €CIU OHU
IPUILLUIA OT TBOUX Jpy3ei. JIydllie yTouHu y HUX, OTIIPABIISUIN JIU OHU TeOe 3T (aiiibl;

8. [Tocne oxoHuaHusi pabOTBl Ha IMOYTOBOM CEpPBUCE IEPEN 3aKPBITUEM

BKJIQJIKU C CAUTOM He 3a0y/1b HakKaTh Ha «BBIATHY.

Kuo0epOv/JIMHT WM BUPTVAJLHOE H31eBATEeILCTBO

KubepOymmar — npeciieIoBaHue COOOIIECHUSIMH, coaepKaluMU
OCKOPOJICHHMSI, arpeCcCUIo, 3allyTruBaHUE; XYJIUTAaHCTBO; COIMAIbHOE OOMKOTHPOBAHKE

C IIOMOMIBIO PA3JIMYHBIX MHTCPHCT-CCPBHUCOB.

OcHoOBHBIE cOBeTHI IO 00pbHOE ¢ KHOEPOYJITMHIOM:

1. He 6pocaiics B 60ii. JIydmmii cioco6: mocoBETOBaTHCS Kak ceOst BECTH U,
€CJIM HET TOro, K KOMY MOHO OOpaTUThCS, TO BHayaje yCHOKOUThCA. Ecimu Tbl
HaYyHellb OTBEYAaThb OCKOPOJEHUSIMU HAa OCKOpPOJIEHMS, TO TOJBKO elle OoJblie
pa30AOKeIIb KOH(IIHUKT;

2. VYmpasnsii cBoelt kudeppenyTaiuei;

3. AHOHUMHOCTH B ceTd MHUMas. CyIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4, He crout BecTu xynuraHckuidi oOpa3 BUPTyajdbHOU xu3HH. MHTEepHeT
bUKCUpyeT BCe TBOU JACUCTBUS M COXpaHACT UX. YJIUTh WX OyaeT KpaiHe
3aTPyIHUTEIIBHO;

5. Benu cedst BEXITMBO;



6. UrHopupyit enuHWYHbIA HeraTuB. (OIHOPA30BBIE OCKOPOUTEIHHBIE
COOOIICHHMS JIydllle UTHOpUPOBaTh. OOBIYHO arpeccus MpekpamiaeTcss Ha HayaJlbHON
CTaJuu;

7. ban arpeccopa. B nmporpammax o6MeHa MTrHOBEHHBIMU COOOIIEHUSIMU, B
COLIMAIBHBIX CETSX €CTh BO3MOYKHOCTh OJIOKUPOBKH OTIpPAaBKH COOOLIEHHHA C
ONPEICIICHHBIX aJPECOB;

8. Ecnu TI cBUzeTENs KNOEpOYITMHTa. TBOM NEUCTBUS: BRICTYIIUTH IPOTUB
npecieaoBaTensl, MOoKa3aTb €My, YTO €ro JEeWCTBUSA OLEHMWBAIOTCS HETATHBHO,
HoJIepKaTh KEPTBY, KOTOpOH HY)KHA IICUXOJIOTMYECKas IOMOIb, COOOIIUTH

B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoouiaLHbIN TeJaehoH

CoBpemeHnHble cMapTHOHBI U MUIAHIIETHI COJIEPKAT B ceO€ BIIOJIHE B3POCIIBIMA
byHKIIMOHAT, ¥ TEeHeph OHM MOTYT KOHKYPHpPOBaTh CO CTallMOHAPHBIMU
KoMIibtoTepamu. OJIHaKO, CPEACTB 3alTUTHI JJISl TOJI0OHBIX YCTPOMCTB MOKA OYEHb
Majo. TecTupoBaHHE U MOUCK YS3BUMOCTEH B HUX MPOUCXOJUT HE TaK UHTEHCHUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl YKe MPAKTHUECCKH TOTHAN HACTOJBHBIC
aHaJIOTH, OJIHAKO paciiupeHre GyHKIIMOHaNa BiieUeT 3a COO0M OOJBIIYIO CI0KHOCTh
¥ MEHBIITYIO 3alTUIIICHHOCTb.

Jlaneko He BCE MPOU3BOJUTENH BBIMYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIIUE

KPUTHYCCKHC YA3BUMOCTHU JJII CBOHUX YCTPOﬁCTB.

OcHOBHBIE COBETHI JJI 0€30IIACHOCTH MOOMJIBLHOIO TeJie(pOHA:

1. Bynb ocropoxeH, Benb korja Tede npeasaratoT OecrjiaTHbI KOHTEHT, B
HEM MOTYT OBbITh CKPBIThI KAKHUE-TO IUIaTHBIE YCIIYTH;
2. Hymaii, npexnae yem oTnpaBuTh SMS, ¢oto unu Buueo. Tl TOYHO

3HaClllb, I7I€ OHU OYAyT B KOHEUHOM UTOTrE?

3. Heobxoaumo 0OHOBIIATH ONEPAITMOHHYIO CUCTEMY TBOETO cMapThOHa;
4.  Hcrnosb3yii aHTUBUPYCHBIC TIPOTPAMMBI JITsI MOOMITBHBIX TEJIC(POHOB;
5.  He 3arpyxaii npuaoXeHHs OT HEM3BECTHOTO HCTOYHHKA, BEJTb OHU MOTYT

COZIepKaTh BPEIOHOCHOE MPOrPaMMHOE 00ECIICUCHHUE;



6. [Toce TOoro Kak ThI BBIMACIIIB C CaiiTa, T/ie BBOAMI JUIHYIO HH(OpMAIIIo,
3aiM B HACTPOMKM Opay3epa U yaaiu cookies;

7. [lepuonuueckn TpoBepsAll Kakue IJIATHBIE YCIyTH aKTUBUPOBAHBI Ha
TBOEM HOMEDE;

8.  Jlamaii cBOil HOMEp MOOMIBHOTO TenedoHa TOIBKO JIOSM, KOTOPBIX ThI
3HACIllb U KOMY JIOBEpSEIIIb;

9. Bluetooth nomken ObITH BBIKITIOUEH, KOTa Thl UM HE TOJIb3yenibes. He

3a0bIBail MHOTIa TPOBEPATH ITO.

@OUIIMHT WK KPaKa JHYHbIX JJAHHBIX

['maBHas uenb ¢uUHrT - BuAa VIHTEpHET-MOIIEHHHWYECTBA, COCTOUT B
MOJIYYeHUH KOH(UIEHINAIBHBIX TaHHBIX MOJIb30BaTeNIell — JIOTMHOB U maposeit. Ha
aHrmickoM si3bike phishing uuraercs kak ¢umuHr (ot fishing — peiOHast noBis,

password — maposib).

OcHOBHBIE COBETHI IO 0OPBHOE C PUILINHIOM:

1. Crnenm 3a CBOMM aKKayHTOM. EcIi ThI MO103peBaeIib, 4TO TBOSI aHKETa
Obla B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATh €€ M COOOIIUTh aIMUHUCTpATOpPaM
pecypca 00 3TOM KaKk MOYKHO CKOPEe;

2. Hcnonb3yit 6e3omacHbie B€O-CallThl, B TOM YKCIIe, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHCTEM;

3. Hcnonb3yil crnokHble M pa3Hble Mapoiu. Takum oOpa3om, eciau Teds
B3JIOMAIOT, TO 3JIOYMBINIJICHHUKH MOTY4YaT JOCTYII TOJIBKO K OJTHOMY TBOEMY MPODUITIO
B CETH, a HE KO BCEM;

4, Ecau Tebs B3aoManu, TO HEOOXOJAMMO MPERyNpeauTh BCEX CBOMX
3HAKOMBIX, KOTOpbIe J00aBJICHBI Y TEOs B JIPY3bsiX, O TOM, UYTO TeOs B3JOMalH H,

BO3MOXHO, OT TBOECIro0O MMCHHU 6y,Z[eT pacCbllIaTbCs CllaM W CCBbLUJIKHM Ha (1)I/IH_II/IHI‘OBBIC

CAlThI;
d. YcranoBu HagexHbIN apoib (PIN) Ha MOOMIBHBIN TenedoH;
6. OTkJiTroun coxXpaHeHue mapodsi B Opaysepe;
7. He otkpbiBail (ailsibl 1 apyrue BIOKEHUS B MUCbMAaxX JaXKe €CIU OHHU

MPUIILTK OT TBOUX Apy3ei. JIydlle yTouHU y HUX, OTHPABIISIIN JIU OHU Te€OE 3T (Dailiibl.



